Bupryenusauumja




Capgpikaj

- HuBou npuBuneruja
 Buprtyenusauumja
— BupTtyenusaumnja npouecopa
— BupTtyenunsaumnja memopmje
— BupTtyenusauunja ypehaja



Husou npusuneruja

« 3awTnheHn pexnm paga npouecopa (protected-mode)
omoryhaBa ga ce HaMeTHe orpaHndyere cnoboge Aa
ogpeheHn codpTeep nNpenysme ogpeheHe pagme

« Kopg x86 apxuTekType nogpxaHa cy YeTupu pasnuymta
HMBOA NpuBUneruja

e OpraHusauuja je 3acHoBaHa Ha ,,KOHUEHTPUYHUM
npcTeHoBMMaA” - rings

« LleHTpanHu npcteH nma Hajehe npusunervje, a
npuBuUIernje ce cMakyjy Kako ce NpCTeHOBM yoarbaBajy
of LeHTpa




Yetnpu HMBoa npusunermnja — x86

MpcTeH 3

Toeia 7 HajHenoy3aaHWnjn HUBO

MpcTeH 1

Hajnoy3sgaHunjn HMBO



MpepnoxkeHn HaunH Kopuwhera — x86

MpcreH 1: CepBucHM onepaTtUBHOr cMcTema

MpcTteH 2: NMpunaroheHe anankauyuje

MpcreH 3: KopucHUUYKe anankaumje




Unix/Linux u Windows — x86

MpcteH 1: He Kopuctu ce

MpcTeH 2: He KopucTtu ce

MpcreH 3: KopucHUUYKe anankaumje




Mpenasak namehy HMBOa

» [lpenasak n3 cnofbHOr NpcTeHa Ha yHyTpallkbW NPCTeH
omoryheH je ynotpebom nocebHe KOHTPOSTHE CTPYKTYpe
(,kanuja no3mea” ‘call gate’)

« Kanuja je oedpuHMcaHa Npeko CTPYKType nogartaka Koja
ce Hanasu y CUCTEMCKOM MEMOPMU|CKOM CETMEHTY KOju
O0OWYHO HMje OOoCTynaH 3a mogudukauuje

« [lpenas n3 yHyTpalltber NpcTeHa Ha CrnoSbHU NPCTEH
HMje HN NPUBNUXXHO TaKO CTPOro KOHTPONMCaH



Neberbe nogataka

* [losmBu dyHKLMja OOMYHO 3axTeBajy Oa ABE O4BOjeHe
doyHKUMje (pyTUHE) Oene Heke nogartke (HNp. BPeAHOCTU
napamMeTapa npenase U3 no3nBHe PyTMHE Yy NO3BaHy

PYTUHY)

« [la 6u nogprkao noBparak n pekyp3njy, CerMeHT CTeka
npoLecopa ce YeCTO KOPUCTU Kao nogpydje 3a
CKnaguwTene ca 3ajeQHNYKUM NMPUCTYNnom

* Ann mehy pytMHama ca pasnuintnum HMBoMMa
npuBunernja oso O Morsio CTBOPUTU CUTYPHOCHY pyny



Mpumep

« [lpeTnocTtaBMMO Oa npouenypa Koja ce nsppLuasa 'y
npcTeHy 3 No3mBa NnpoLeaypy Koja ce nsspLuasa y
NPCTEHY 2

» [lpouenypa npcTeH 2 KOpPMUCTM Oe0 CBOr NpocTopa Ha
CTEKy Oa bu Kpempana ayToMmaTCcKke NPOMEHIbUBE Koje
KOPUCTU 3a NpUBPEMEHMN pagHN NPOCTOP

« [lo noBpatky npoueanypa y npcteHy 3 ou morna ga
ncnmTa cBe BPEeAHOCTU KOje Cy ocTane y OBOM pagHoM
NPOCTOPY NpCTeHa 2




U3onauunja nogataka

« [a 6u ce 3aWwTnTUNM o4 HEHaMEPHOT AeSbeHa
npueBuneroBaHnx MHgopmauuja, Ha cBakoM HUBOY
npuBuneruja cy obesdbeheHn pasnmuunTn cTeKosu

« CxogHO TOMe, CBaku Npenasak U3 jedHor npcTeHa Ha
apyrn mopa Hy»Ho outn npaheH obaBe3HOM onepaumjom
npebaunBara cTeka

* [lpouecop omoryhaBa aytomaTtcko rnpebauuBame
CTEKOBa U Konupawe BpeagHOCTU napameTapa



Mo3usu usmehy pasnnunuTuX HUBOa NpPUBUNIETKja

« Kapa mare npusurerosaHa npoteaypa XXenu ga no3ose
NPUBUNEroBaHUjy PYTUHY, TO YMHKU YyrOoTPebOM MaLLUHCKe
NHCTPYKUWje 3a ganekun nosus, far call
(mo3HaTte 1 Kao ayru nosme, long call, y 'HY tepmuHonorujn)

opcode  offset-field segment-field

« Acembnepcka MHCTpyKuuja:
Icall  $callgate-selector, $0




Kako ce oBa MHCTPYKUMja n3spLiaBa

Kaga npouecop KpeHe aa usBpluaBa gaTy MHCTPYKUNjY
KOPUCTW onepaHd aaTe UHCTPYKUUje, CENEKTOP, Aa NOoTpaxu
geckpunTtop y rnodbanHoj Tabenu geckpuntopa (Global
Descriptor Table — GDT) (unu y nokanHoj Tabenwu
neckpunrtopa (Local Descriptor Table — LDT)

YKONUKO ce pagn 0 AeCKpMNTOpY KOju A403BOSbaBa Npenasak,
N ako je npenasak go3sosbeH (ako je CPL < DPL), Taga
npouecop obaerba ckyn pagrn koju Tpeda ga omoryhe
NPOMEHY HMBOA NpuBUNeruyja

Tekyhu HmBo npusunernja (Current Privilege Level — CPL) je
oapeheH ca gBa buta HajMawe TexnHe peructpa CS (Takohe
n SS perucrtpa)
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CKyn paatu Koje obassba npouecop

[TocTaBrba Tekyhy BpegHocT SS:SP permuctpa Ha HOBM
CTEK CerMeHT

Konupa cneunduumpanu 6poj napameTtapa ca ctapor
CTeKa Ha HOBU CTeK

[TocTaBrba axypupaHe speagHoctn CS:IP perncrtpa Ha
HOBW CTEK

YuutaBa HoBe BpeaHocTtn y CS:IP perncrap um3
OecKpunTopa n HoBy BpeaHocCT Y SS:SP peructap



LLita HepocTaje?
« (Opakrne gonasu HoBa BpeaHocT 3a SS:SP perncrap?
(OBO ce He 4YyBa y geckpunTtopy!)

« OBa BpegHOCT gorasu u3 cneuymjann3oBaHor CUCTEMCKOr
cermeHta TSS (Task State Segment)

* [lpouecop yuyntaBsa TSS cermeHT pedepeHumnpajyhu
HameHckun peructap TR (Task Register)



Penauuje

call-instruction

CS:IP

SS:SP

TASK
STATE
SEGMENT

stack-pointer je

gate-descriptor

TSS-descriptor

called procedure



[ToBpaTaK y cno/ballkbyU NPCTEH

« Kopuctu ce MHCTpyKUKja 3a ganeku nospartak: Iret
— Pectaypupa CS:IP ca Tekyher cTeka
— PecTtaypupa SS:SP ca Tekyher cteka
* /nn Ty MHCTPYKUKWjy ca aprymeHToMm: Iret $n
— Pectaypupa CS:IP ca Tekyher cTeka
— Yknawa n bajToBa napameTapa ca cTeka
— Pectaypupa SS:SP ca Tekyher cTeka
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UHCTpYKUUje 3a paa ca npusuaernjama
instruction | Deseripon

LGDT Loads an address of a GDT into GDTR
LLDT Loads an address of a LDT into LDTR

LTR Loads a Task Register into TR

MOV Control Register Copy data and store in Control Registers
LMSW Load a new Machine Status WORD

CLTS Clear Task Switch Flag in Control Register CRO
MOV Debug Register Copy data and store in debug registers
INVD Invalidate Cache without writeback
INVLPG Invalidate TLB Entry

WBINVD Invalidate Cache with writeback

HLT Halt Processor

RDMSR Read Model Specific Registers (MSR)
WRMSR Write Model Specific Registers (MSR)
RDPMC Read Performance Monitoring Counter
RDTSC Read time Stamp Counter



lnobanHa Tabena gpeckpunrtopa

OBa Tabena cagpxu nHpopmaumje o rnobanHMm cermeHTUMa
He mopa cagpxatn caMmo Aeckpuntope cermeHara.

JenaH ynas y Tabenu je 8 6ajToa

Yna3s moxe npeacraBrbaTu

Memopunjckn cermeHT
Task State Segment (TSS)
Call Gate

Local Descriptor Table (LDT). Buwe oBux Tabena ce moxe Hahm y GDT, anu ce
camo jeHa MOXe KOPUCTUTU Y HEKOM TPEHYTKY.
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Kanuja no3usa — call gate

31 16 15 14 13 12 11 8 7 0

Code-selector (15..0)

 P=present (1=yes, 0=no0)

 DPL=Descriptor Privilege Level (0, 1, 2, 3)

« S=System (0)

« Type (‘'Ox4’ 16-bit call-gate, ‘OxC’ 32-bit call-gate)

« Parameter count (specifies how many parameter-values will be copied)
« Code-selector (specifies memory-segment containing procedure code)
« Offset (specifies the procedure’s entry-point within its code-segment)




System Segment-Descriptors

31 24 23 20 19 16 15 14 13 12 11 8 7 0

Limit (19..16

Limit (15..0)

 P=present (1=yes, 0=no0)

 DPL=Descriptor Privilege Level (0, 1, 2, 3)

« S=System (0)

« Type (O=reserved, 1=16-bit TSS (available), 2=LDT, 3=16-bit TSS (busy),
8=reserved, 9=32-bit TSS (available), A=reserved, B=32-bit TSS (busy))



Segment-Descriptors

31 24 23 22 22 20 19 16 15 14 13 12 11 10 9 8 7 0

Limit (19..16

Limit (15..0)

 DPL=Descriptor Privilege Level (0, 1, 2, 3)

+ S=System (0O=yes, 1=n0)

+ X=eXecutable (0O=no, 1=yes)

* code-segments: R=Readable (0O=no, 1=yes) C=Conforming (0=no, 1=yes)

+ data-segments: W=Writable (O=no, 1=yes) D=expands-Down (0=no, 1=yes)
 A=Accessed (0=no, 1=yes)

*  G=Granularity (O=byte, 1=4KB-page)

» DB=Default size (0=16-bit, 1=32-bit)

* L=Long-mode (i.e., 64-bit addressing) (0O=no, 1=yes)

* AV=Available for user’s purposes



BupTtyenunsauuja

* Buprtyenusauuja tpeba na ga nnatdpopmy Koja emynmpa
XapaBepcKy nnatdpopmMy 1 ga 40o3BOSn Aa BuULLe

MHCTaHUWM onepatnBHOI CnCtemMa KOpUCtn 1y

nnartgopmy, Kao aa umajy nyHu U eKCKny3nBHM NPUCTY

OCHOBHOM XapBepy

Ann. 1

Ann. 2

Ann.1 Ann. 2




lNpernea

* OcHoBHa naeja:

— ancTpaKkTHU XapaBep jeaHor padyHapa Y HeKONUKO
PA3NUYUTUX OKPY>KEHA 3a U3BPLLEHE

— Cnun4Ho cnojeBuUTOM MPUCTYNy

— Anu cnoj ctBapa BUPTYenHM cuctem (BUpPTyeriHa MalluHa
nnn BM) Ha kojem Mory ga ce nokpehy onepatmeHu
CUCTEMU UK annukaumje

« JegHa ou3nyKa MallunHa MoXe UCTOBPEM
nokpehe BuLLle onepaTtuBHUX CUCTEMA, CB
BUPTYENHO] MaLLUUHW




Buptyenusauyuja

Haj3Ha4ajHMje KOMMOHEHTEe

e NomahuH (Host) — xapaBepCckn CUCTEM Ha KOME Ce CBe
n3spLUaBa

e Virtual machine manager (VMM) unun hypervisor —
Kpeupa n nokpehe BUpTyerHe MallunHe Tako LUTO npyxa
NHTepdejC Koju je naeHTUYaH Kao OHaj Koju npyxa host
(M3y3eTa je TexHUKa napasupTyenmaauunje)

e ['ocT (Guest) — npouec Kome ce npyxa B

enHa

Konwja xapasepckor cuctema. OBo je obuyt
onepaTuBHU CUCTEM.




Mopenun cuctema

Hema BupTtyenusayuje

Uma suptyennsauymje
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UmnnemeHTauyuje

e Tun 0 — Pewere 3acHOBaAHO Ha Kopuwhewy
MWUHUManHUX pecypca (XxapaBepcknx n copTBePCKMX)
Tako Aga npyxm MoryhHocCT 3a Kpeupame 1 ogpxaBame
BUPTYENHUX MalLUMHAa KPpo3 doupmBep

(IBM LPARs 1 Oracle VM Server (LDOWNS), ...)

A, 1 Ann. 2 Ann. 1 Ann. 2




UmnnemeHTauyuje

e Tun 1 mukpokepHen — CodTBEpPCKaA peLleHa HanuK Ha
onepaTMBHE CUCTEME KOjU NpyKajy BUpTyenusauujy
(VMware ESX, Joyent SmartOS, n Citrix XenServer, ...)

Ann. 1 Ann. 2 Ann. 1 Ann. 2




UmnnemeHTauyuje

e Tun 1 MoHONUTHM — [lpencraBrbajy HTerpaunjy
ornwTeHaMeHCKOor onepaTtuBHOr cMctemMa n cuctema 3a
BUpPTYyenmaauujy
(Microsoft Windows Server ca HyperV n RedHat Linux
ca KVM, ...)

Ann. 1 Ann. 2 Ann. 1 Ann. 2




UmnnemeHTauyuje

 Tun 2 — Annnkauuje Koje ce usBpLlaBajy Ha
cTaHgap4HUM onepaTtuBHUM CUCTEMUMA U NpYyXKajy
NoApPLUKY 3a BUpTYyenuaauujy roctyjynum cuctemmma

(VMware Workstation n Fusion, Parallels Desktop, n
Oracle VirtualBox, ...)
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UmnnemeHTauyuje

 KoHTejHepu — MoryhHoCT ga ce uCTtom oneparuBHOM
CUCTEMY NOKPeHe BULLE N30NOBaAHNX KOPUCHUYKUX
npocTopa
(Docker, Kubernetis, LXC, ...)

Ann.1 Ann.1 Ann.1

nn nn
2 .2 Bnbn. 1 Bnbna. 1 Bunbn. 1




UmnnemeHTauyuje

e MapaBupTyenunsaumja — TexHMKa KOr Koje je noTpedHo
Oa ce roctyjyhu onepaTtmMBHU cUCTEM MoAUUKYje KaKo
6u morao ga capahyje ca ornepaTMBHUM CUCTEMOM

gomahuHa
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UmnnemeHTauyuje

e BupTtyenuisaumja nporpamMmckor oKpyxerwa —
OKpyXer-e He BUPTYyenu3ayje cTBapaH xapasep Beh
YMECTO TOra Kpeupa ontTMuMmn3oBaHn BUPTYESTHN CUCTEM
(Oracle Java u Microsoft.Net)

 Emynauunja — CodptBep Koju 4o3BOIbaBa annmkaumjama
NMMcaHUM 3a je4HO Xapa4BEepPCKO OKpyXeHe ada ce
n3BpLLUaBajy Ha NoTnyHo ApyravyunjemM OKpyXewy Oa ce
n3spLuaBajy (Moxe 6m3sn n gpyraymju npoLecop)
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UcTopujcKkun npernepn

* [lpBu nyT ce nojasmo y NbM menHppenm padyyHapmma no4eTkoM cegamaeceTux
« [o3BosbaBao je ga BuULLE KOPUCHUKA NMakeTcKu aene pecypce batch system

*  @opwmarnHo geuHncarwe BnpTYyenunsaumje omoryhuno je ga ce KOpucTtm u Ha
APYrM OKpY>Xewnma
— BMM nipyxa okpyxewe 3a nporpame Koje je y OCHOBU UAEHTUYHO OPUTMHASTHO]
MaLLWHN
— [lporpamu koju ce n3Boe y TOM OKpPYXeHYy Nokasyjy camMo Maka CMah-eH-a
nepgpopmaHcu
— BMM uma noTnyHy KOHTPONY Hag CUCTEMCKUM pecypcuma
- Kpajem neseneceTtux MHTenosu npouecopy A0BOIbHO Op30 Aa UCTpaxunsayu
NOKyLlajy Aa BUPTYyenuayjy Ha padyyHapuma onwrte HameHe
— KceH n BMBape ctBopunu cy TexHomnoruje Koje ce Kopucrte 1 gaHac
— BupTtyenusauyuja ce npolwumpuna Ha MHOre onepaTmMBHE CUCTEME U MpoLiecope
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Kopuctu u ocobune

* Cwuctem gomahunHa 3awiTuheH je og rocTtujy, a roctu 3awTnheHn jeaHu
o4 Apyrnx
— Tj. Bupyc nma matrbe LwaHce 3a Lmpewe

[erbene je omoryneHo nytem 3ajefHNYKor cuctema gatoteka, MpexHe
KOMYHUKauuje

« 3amp3Hu, obycTaBu, NOKPEHU

Taga moxeTe fa ce npeMecTUTe Unu Konvpare Herge apyrae n HactasuTe
CHuMak gartor ctawa, cnocobaH ga ce BpaTu y TO CTake
* Heku cncrtemun omoryhasajy BMLLIECTPYKE CHUMKE MO roCTy

KnoHunpake ce obaBrba Tako LITO Ce Hanpasu Konwvja 1 NoKpeHe U
opuruHarn mn konuvja

[TorogHO 3a nctpaxusawe OC-a, 6orby edomKacHOCT pa3Boja cuMcTemMa

[TokpeTare BULLE pas3nNUYUTUX ornepaTuBHUX CUCTEMA Ha jeQHO] MaLUnHU
« KoHconupauwuja, pa3soj annukauuje,...



Kopuctu u ocobune

LLlabrioHun - kpenparwe OC + annukaumjy 3a BM, 1 keHo
npy>xawe Kyrnuymuma, oBo omoryhaea Kpenpawe BuLLe
MHCTaHUW NCTe KOoMDOUHauwnje

Murpauuja y>xmso - npemectute aktmsHn BM ca jegHor
oomahuHa Ha gpyru!

— Hewma npeknga KopmcHUYKOr npuctyna

CBe Te (pyHKUNje y3eTe 3ajeHO -> payyHapCTBO Yy obnaky

— Kopuctehu AT, nporpamun HaBoge obrnavyHoj MHPACTPYKTYpu
(cepBepu, ympexaBare, CKNnagmTeHEe) MHCTPYKUMjEe 3a
cTBapawe HoBMX aomahuHa, BM, BUpTyenHux pagHmMx rnospLunHa
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PpagnsHMN 610KOBU

« Y onwTem crny4ajy je Tellko obe3beanTtn TadaH
aynrinkaT OCHOBHE MalUUHE

— HapouuTo ako je Ha npouecopy A0CTynaH caMo AyanHu-
Moz paga (KOPUCHUYKM U NPUBUIIEroBaHN)

— Anu c BpeMeHOM NocCTaje CBe NakKLle Kako ce
noborbLlaBajy npouecopu dyHkumje u nogpLuka 3a BMM

— BehnHa BMM nmnnemeHTnpa BUpTYyenHn npoLecop
(VCPU) oa npencrasu ctakwe npouecopa rno gomahuHy
OHAaKO KaKo roct Bepyje Oa jecre

— Kapga ce roctyjyhu koHTekct BMM npebaum Ha npouecopy,
nHdopmaumje ns VCPU ce yumntasajy un yysajy
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PpagnsHMN 610KOBU

* OC KopucTU pexunm jesrpa 3a 3aluTUTy o KOPUCHUYKOT
pexunma.
— CucTtemcku no3meu (NpuBMNEroBaHe NHCTpyKUMje)
reHepuy npekug (codpTBEPCKM NPeKn) Koju rnokpehe
npenasak y pexum jesrpa

— OBwu nosueu rnokpehy ocetromse NMHcTpykumje (Y/N, MMY
KOHTpONa, UTA.) Koje caMo je3rpo MoXe a n3BpLuaBa



MpeknHn n emynunpaj - Trap and Emulate

[OCT ce nsBpLiaBa y KOPUCHUYKOM PEXNMY
Jearpo oomahumHa ce nsspLuaBa y pexumy jesrpa
[ToTpebHa cy aBa pexnma 3a BM rocta

— PEeXUM BUPTYEJTHOI KOPUCHUKAa U

— PEeXnM BUPTYENHOr jesrpa

Ob60oje page y npaBoOM KOPUCHUYKOM PEXNMY

Hwje curypHo 0o3BONUTK A U je3rpo rocta u3spLuasa y
pexnmy jesrpa
AKUWNje y rocTy Koje 0OUYHO Y3POKYjy npenasak y pexum
jesrpa Mmopajy Aa nsasoBy npenasak y pexxmm BUPTYENHOr
jesrpa
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MpeknHn u emynunpaj

Kako ce npebaLlyje 13 pexuma BUPTYESTHOr KOPUCHUKA Y PEXNM
BUPTYENHOr jesrpa?

1. TlokyLwaj npuBuneroBaHe UHCTPYKLUUje Y KOPUCHUYKOM
pPeXnMy nsasmBa rpeLuky -> rnpekug

2. BMM ctundye KoHTpoOny, aHanmanpa rpeLuxky 1 n3spLuaea
onepauujy Kao nokyLlaj rocra

3. Bpaha KoHTpony rocty y KOpPUCHUYKOM pPEXUMY

« [losHaT Kao npekngawe n emynupame - Trap and Emulate

« BehuHa nporpama 3a Buptyenmsaumjy oo bapem genmmMmmnyHo
KOPUCTU
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MpeknHn u emynunpaj

* Y KOPUCHUYKOM PEXUMY rOCTY paan MCTOM DP3NHOM Kao
Oa Huje roct

* Y pexumy jesrpa, npuBnuneroBaHoOM pexumy, rocTt paau
cnopwuje 36or npekngawa n emynmpama. OBo je
n3paxeHo y cnydajy seher opoja roctyjyhmux cucrema.

« Hekun npouecopu nmajy xapaBepcKy noapLuky, nocedbaH
pexum 3a nobosbluare nepdopmaHcu BUpTyenusauuje



MpeKnHu n emynumnpaj

User Processes

Privileged Instruction

Guest | . T User Mode
Operating
— System &
S =
i S
VMM l ‘ Kernel Mode
Emulate Action — Update VCPU
VMM
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MpeknHn u emynnpaj — npobaemu Kopg, x86

* Hekun npouecopn Hemajy YMCTO pasaBajatbe NpMBUIIEroBaHNX
N HEMPUBUNEroBaHMX UHCTPYKLW]a

* Panuju Niuten x86 cy mehy wunma

* HajpaHujn HTenoBu npoLecopu nNpojekToBaHn Ccy 3a
padvyHawa

« KomnatnbunHocT yHasag 3Ha4yu aa je Tellko nodorbaTtu
* [lpumep 3a 0BO je UHCTpyKuWja 3a MHTen x86 popf

— YuuTaBa y nporpamcKy cTaTyCHy ped nHaukaTope ca cteka

— AKO je npouecop y NpuBUIIErOBAaHOM PEXUMY
-> CBe MHOMKaATOpe 3aMeH-eHe

— AKO je npouecop Yy KOPUCHUYKOM PEXUMY
-> caMo apuTMeTn4dKe nHagukaTtope -> Hema npekuaal
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Cnucak MHCTPYKLUMja Koje mory nsassatu npobnem

Access sensitive registers without Store global descriptor table register (SGDT)
trapping when running in user mode Store local descriptor table register (SLDT)
Store interrupt descriptor table register (SIDT)
Store machine status word (SMSW)

Push flags (PUSHF, PUSHFD)

Pop flags (POPF, POPFD)



Cnucak MHCTPYKLUMja Koje mory usassatu npobnem

When accessing virtual memory Load access rights from segment descriptor (LAR)
mechanisms in user mode,
instructions fail the

80x86 protection checks

Load segment limit from segment descriptor (LSL)
Verify if segment descriptor is readable (VERR)
Verify if segment descriptor is readable (VERR)
Verify if segment descriptor is writable (VERW)
Pop to segment register (POP CS, POP SS, ...)
Push segment register (PUSH CS, PUSH SS, ...)
Far call to different privilege level (CALL)

Far return to different privilege level (RET)

Far jump to different privilege level (JMP)
Software interrupt (INT)

Store segment selector register (STR)

Move to/from segment registers (MOVE)



BuHapHo npeBohewe - Binary Translation

BuHapHW NpeBoa peLlaBa NpeTxogHu npobrnem
JegHocTaBHa ocHOBa anuv Bpro cro)eHa npumMeHa

AKO je FOCT KOPUCHUYKOM PEXUMY:
— TOCT MOXe [a M3BpLLaBa UHCTPYKLMNje HEOMETAHO

AKO je rocT y pexumy jesrpa (roct Bepyje aa je y pexumy
jesrpa):
— BMM npoBepaBa cBaky MHCTPYKUU]Y KOjy he rocT n3spLumTu
(NnpoBepaBa HEKOSTMKO HapeaHUX MHCTPYKUMja)
— HenpobnemaTtuyHe MHCTpyKUMje ce n3BpLiaBajy HeOMeTaHO

— [NpobnemaTtuyHe MHCTPYKUUje Ce NPEBOAE Y HOBU CKYT
NHCTPYKLUMja KOje page UCTOBETAH rnocao (Ha npumep
NnocTaBbake MHOMKaTopa)




BuHapHoO npesohere

MimnnemeHTUpaHo npesoherwem koga yHytap BMM

BMM Ha 3axTeB OAMHAMUYKN YnTa NMHCTPYKLMjEe rocTa U
reHepuwle dMHapHM KoL Koju ce u3BpLiaBa ymMecTo
OpuUrnMHasnHor Kkoga

[TlepdopmaHce oBe meToge dune 6um nowe 6e3 onTuMmnsauuja

3a ybp3aBar-e ce KopucTtu kewumparwe (VMware)

— [lpeBecTu jeQHOM KOPUCTUTKU BULLE NyTa
Kaga roct nsspLum Ko KOju cagpXu CropHe UHCTpyKUuje
NpeycMepuTu ra Ha usBpLuaBawe Beh npesegeHor Koga a He Ha
NOHOBO rnpeBohene
(Ha npumep nokpetawe BuHaoys Mkcne cuctema je
npoy3pokoBano 950.000 npeBoga wTo je 5% ycnopaBamwa)
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BuHapHoO npesohere

User Processes

(VMM Reads Instructions)

Special Instruction

Guest Operating I User Mode
System >
=
S
VMM v Kernel Mode
Translate —— Update VCPU

Execute Translation

VMM
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Buptyenusauuja suptyenHe memopuje

* Kop BupTyenHe memopuje:
— OC npartu npecnukaBaw€ CTpaHuLa BUPTyerHe Memopuje
y CTpaHuue pumsndke memopuje
— OC nonywaBa Tabene cTpaHuua, a 3aTum axypupa
perncrap ctpaHuue (npekua)

« Kako BMM moxe 3agpxatu cTarwe Taberne cTtpaHuua
Kako 3a rocte Koju Bepyjy Aa KOHTponuwy tabene
CcTpaHuua, Tako 1 3a BMM koju KoHTponuiie Tabene?



Buptyenusauuja suptyenHe memopuje

BuptyenHe agpece

BupTyenHa agpeca rocra dusunuka agpeca rocta dusunuka agpeca gomahuHa

GVA GPA HPA




Buptyenusauuja suptyenHe memopuje

« CodyTBEpCKa TEXHUKE 3aCHOBaHe Ha ofpKaBaky
KOH3UCTEHTHE Bep3uje npatehe Tabene crpaHuua
(shadow page table) Heke Taberne cTpaHuua rocta
(quest page table).

« Kapa je roct aktneaH, BMM npucurbasa npouecop aa
KopucTtu npatehy Tabeny cTpaHuua 3a npesohewa
agpeca.



Buptyenusauuja suptyenHe memopuje

Tabene cTpaHuua rocra

doe/ia CTpaHuua

Tabena cermenata S e—o CTpaHMLa

STP
U3meHa Tabene u STPU TTD 6uT M 6UT NnpucTyna

Mpatehe Tabene crpaHuy,

abena cTpaHuua UHuBanupaumja TLB, page fault, ...

(—

Tabena CTpaHuua 51

Tabena cermeHara

STP




Buptyenusauuja BuptyenHe memopuje

du3nyka

agpeca gomahuH
(X9

BuptyesnHa
agpeca rocra

D D

Mparteha Tabena ctpaHuya Tabena ctppHuua rocta  Pusunuka tabena ctpaHuua

lfoctyjyhu OC obpahyje page fault



Buptyenusauuja suptyenHe memopuje

[lpaTteha Tabena cTpaHuua HMje BUOSbUB FOCTY.

[a bun ogpxao KoH3ncTteHTHocT BMM mMmopa ga npatu ctawe
Taberne cTtpaHuua rocta u STP peructpa.

To ykIbyyyje:

MoandomnKaunje Koje YNHU rocT NPUnmMKkom gogasan-a Unu
yKInaware rnpesohera,

rpeLlke npunmnkom npesohera agpece (page fault),
buTe npucTyna u 3anpsrbaHoCTy,
nHeanugaumnjy TLB jeanHunue

y Criyvajy CMMeTpu4Hux myntunpouecopa (SMP) n gocnegHoct
npesohera agpeca Ha npolecopuma.
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Buptyenusauuja suptyenHe memopuje

* [lpuctyn STP peructpy reHepuLle npekma.
* [peLluke NnpunnkomMm npesohera agpece je npekua.
* [lpomeHe y Tabenama cTpaHuLa He reHepuLly npekua!

54



Buptyenusauuja suptyenHe memopuje

» JegHo pewemne: O3HaunTn Taberne cTpaHuua rocta camo
3a untame (write-protecting). Kaga roct nokywa ga
npucTynu, goga nnu obpuwle ynas, y Tabeny gorogm ce
npekug ycren npasa npuctyna koju obpagn BMM. Y
NPEKNOHO] PYTUHU Ce CUHXPOHWN3Yjy Taberne.



Buptyenusauuja suptyenHe memopuje

Lpyro pellere: 3acHnBa ce rpellkaMa npunMkoM npesoneta u
ogpXaBaHba KOH3UCTEHTHOCTU TLB jeanHuuom. Y 0BOj TEXHULN, KOja
ce noHekan Hasuea u BupTtyenHu TLB, BMM omoryhaea rocty aa
[ofa Hose npesofie Y CBojy Tabeny cTpaHuua 6e3 npecpetakba ThX
onepauuja. Kaga roct npucTynu MHCTPYKUUjU UK nogaumma Koju ce
ogHoce Ha aaTo npeBohere AecK ce npekna ycpes rpeLuka
npunukom npesofhewa (page fault) jep Taj npeBoa jow yBeK Huje
npucyTaH y npatehoj Tabenu. OBaj npekna omoryhaesa ga BMM
npernega tabeny rocta n ga goda npeBof KOju HedocTaje y
nparehoj Tabenn. CnnyHo ToMe, Kaga rocT YKIOHU NpeBos,
nsspLlasa nHeanugaumjy TLB jeLu/leue (INVLPG) pna 6u
oHemoryhuo Taj npesoa. BMM npecpehe oBy onepauujy; 3aTum
yKnawa ogrosapajyhu npesog y npatehoj Tabenu n naspLiasa
NHBanNuaauujy 3a yKrnoweHn npesos,.




Buptyenusauuja suptyenHe memopuje

« (O0e TexHUKe pe3ynTupajy Benuknm dpojem npekmga
(page fault).

— [Npekngn koje je npoy3pokoBao roct. HacTajy ycnen HopmanHor
NoHallaH-a rocTta Kaga ce npucrtyna ctpaHuulama Koje je
roctyjyhu onepaTtMBHM CUCTEM cayyBao Ha OUCKY. X1NepBU3op
MOpa NpecpecTn oBe Npeknae, aHanusanpaTtn n 3aTmm ocnukaTu
y rOCTY, LWUTO je 3Ha4ajaH AoaaTHM nocao y nopenewy ca
OpPUTMHANHUM CTPaHUYEHEM.

— [lpekngun Koje je npoy3pokoBao xunepsusop. Npeknae 36or
nparehunx cTpaHuua.

- PasnukoBar-€ OBa ABa TuUNa npekuga oBoau 40 3HadajHor
aoaaTHor nocria 3a codpTeep.
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Buptyenusauuja suptyenHe memopuje

« Tpehe pewene: Napasuptyanunsosanm OC. byayhu ga
je OC mogndomnkoBaH ga ou y3eo y oo63np BMM,
axypupamwa Tabene ctpaHuua mory outn npaheHa
nosmemma ka BMM o npomeHama.

58



Buptyenunsaumja ypehaja

XunepBu3op BUpTyenusyje pusnvkn xapasep 1 cBakom rocty
npeacrasrba ctaHOapau3oBaHM CKyn BUPTYenHuX ypehaja

CBaku roct mucnu ga npucrtyna pusmndkom ypehajy
Buptyenunsauuja ypehaja ykrbydyje ynpaBrbawe ycmepasarwem Y/U
3axTteBa n3mehy BupTyenHux ypehaja v geroeHor qousnykor
Xapasepa

OBwu BUpTYEnNHU ypehaju eprukacHo onoHallajy 4obpo nosHaTtu
XapaBep (Cca ynpasrbadkum nporpammma - apajsepa) u npesone
3axTeBe BUPTyenHe mMallMHe Ha CUCTEMCKM Xapasep

OBa cTaHaoapausauvja Ha HUBOY ynpaBrbadkux nporpama takone
nomaxe y ctaHgapausaumnju u NpeHOCUMBOCTY BUPTYENHMX MallnHa
Ha nnatdopmama, jep Cy cBe BUPTYyernHe MallunHe KOHJUrypmucaHe
Oa page Ha UCTOM BUPTYENHOM XapaBepy, 6e3 0b63mnpa Ha cTBapHU
don3n4yKkn xapaBep y CUCTEMY
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Buptyenunsaumja ypehaja — aguck

« (CBaku roctyjyhn onepatmeH1 CUCTEM MMa CBOj 4€0 AUCKa.

TUNNYHO ce MNIeEMEHTUPA Kao AaToTeka UM permoH Ha gucky
CBaku roct Mmucnu ga npuctyna ousnykomMm OucCky
ArncTpakumnje BUpTyernHor gucka

BMM mopa npeBoauTtu roctyjyhy agpecy Ha BUPTYESITHOM OUCKY
Yy On3NYKY agpecy y AO04ESbEHOM PErMoHy Ha OUCKY

CTBapHe napTuunje Mory ce Kpempartm Ha OUCKY U 0OOennTu
roctmma, unm Yyutase BUPTYENHN OUCK MOXe BUTK garotaka Ha
OVCKY

OBo ce moxe npebauusatn namehy cepsepa




Buprtyenusauyuja ypehaja — mpexkHu npuKk/byyak

dunanyka mallnHa nMma MpEeXXHy KapTuLly Koja ce KOpUCTK
3a mpexHu Y/U

[oCcTN oene oBy PU3NYKY MPEXKHY KapTuLy

CBaKoM rocTy je goaerbeHa nornyka MpexHe kaptuua
nomohy Koje BpLun MpexHu Y/

MpeXHe nakeTe Koje Wwarbe roct XmnepBn3op
MyNTUNNEKCcnpa Ha CcTBapHy PU3NYKY MPEXHY KapTuly

CnunyHo ToMe, Kagda NakeTu CTUrHY Ha CTBApPHY MPEXHY
KapTuuy, XxmnepBn3op yTephyje 3a Kojy roctyjyhu mpexy
CYy HaMeH-eHU U UCMopYyYyje UX y cknagy c TUm
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BupTtyenunsauuja npekmaa

XBaTame npeKknaa

BM
3. Emynupanu BW
BMM 2. YxsaheH npekung,

\

Xapasep

1. MNMpekupg,
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Mpownperba apxuTeKkType padyHapa

e Linreswu:

— Kopuctutun yrisexageHe taberne ctpaHuua yMecTo
cakpmBeHux Tabena crpaHuua

— N3berHytn npaxmwere TLB jeanHunue

— J[lo3BonuTK onepaTtuBHOM CUCTEMY FrOCTa Aa
OncCnyXxyje npeknae

— [ossonutn ypehajuma ga kopmcte DMA 3a npeHoc
nogaTaka

— Jlo3BonuTtn nporpammnmMa ga page 3a wmdpmpaHim
[lenoBMMa Koga 1 nogartaka
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Mpowupera - x86

NHuten - VT-x (Vanderpool) 2005 Hucy KOMNaTUBMAHM!

AM[ - AMD-V (Secure Virtual Machine) 2006

« [lpouecopu ca gogatm MHCTPYKLKjamMa yKnakajy notpeby 3a
BuHapHUM npesoherem

« JledonHMcaHo je BuLLE pexuma paga npouecopa - roct U gomanuH

 BMM moxe omoryhntn pexnum gomahuHa, geuHucaTu
KapakTepUCTUKE CBAKOr rocTa, npebaunTtn ce y pexum rocta u
npebauunTe rocte Ha ogrosapajyhu npouecop

* Y pexumy rocta, roctyjyhu OC mucnu ga pagun nssopHo, Buau
ypehaje (oHako Kako je To gepuHucao BMM)

— [lpuctyn BuptyennsosaHom ypehajy
— borba nocrtaBka MHCTPYKLMja KOje n3asneajy npekus
— [llpouecop ogpxaBa VCPU KOHTEKCT n Mexa ra no notpedbu
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[Mpowupera - x86-32 u x86-64

« XapaBepcku MOOOBU 3a rocTe Kako bu ce peaykoBano
npeknaawe. detaru:

— VMX mop paga 3a roctyjyhu onepatnBHU CUCTEM

— VMCB — KOHTpOJSTHW 610K BUPTYErHe MaluuHe

— vmrun MHCTpYyKUMja 3a ynasak y VMX mopg

— Bwnuwe vHcTpyKkuunja n gorahaja omoryhasa usnasak ns VMX moga

— KoHTtponHu 6utn y VMCB mory npomMeHuTn HadnH nanasm ns VMX
* BwupTtyenusauuja npekmga

— WHTen - APIC virtualization (APICv),

— AM[ - Advanced Virtual Interrupt Controller (AVIC)

[lo3B0/bEHO NOTNYHO Kopuwhere TexHuKe trap-and-emulate)!
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[Mpowupera - x86-32 u x86-64

« CrTtame rocrta, BUpTyeriHe MallunHe, ce 4YyBa Yy CTPYKTYpU
VMCB (Virtual Machine Control Block)

* BenuuuHe je 4 KB

« Cafgpxu ctame 1 MHgopMaLuje Koje MHCTpyKUnje n
gorahaje oa npecpehe (perncrtpu, ycrosu 3a nsnasak 13
mMona, npatehe npeknge HakoH STI MHCTpYyKUWje, ...)

* HakoH npenacka y pexum gomahmHa XxmnepBuU3op Moxe
NpOBEPUTU AETAIbLHO CTake MaLlnHe 3aCHOBAHO He OBO]

CTPYKTYPH




[Mpowupera - x86-32 u x86-64

e XUNepBU3OPp MOXe KOHTpOonucaTu Koju gorahaju y

pexnmy jearpa (ring 0) npoy3pokKyjy npekuae
[TpobnemaTnyHe NHCTPYKUUje Y pexnmy jesrpa (popf,
pop CS, ...) Takohe reHepuLly npekna

3y3eun ce MOry UCKIby4YnTn Kako bm gonpuHeno
nepgopmaHcama, HeEKN U3y3eLn CY CENeKTUBHU
(npomeHa buta Moda pagda y KOHTPOSTHOM PErUCTPY
npouecopa)

Moryhe je npecpeTHyTn 1 vmrun Kako 6u ce omoryhuno
N rHexxhene BUPTYEenHMX MalumHa
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[Mpowupera - x86-32 u x86-64

* [lpowwnpeH je Tary TLB jegnHunum (BMM n ogsojeHo 3a
cBaku agpecHu npoctop BM) kako bu ce nsbersno
NpaxweHe jeanHuLe NpUnMKom npenacka nu3s jeaHor

mMoga y Apyru

« CTpaHu4HKM peanHn Mmof paga je gogat Kako ou ce
003BONNI0 epMKacHO cUMynupawe peanHor Mmoaa



[Mpowupera - x86-32 u x86-64

« [oparta je nogpLika 3a yrwsexageHe tabene

« AnOpece reHepucaHe y BM cy y nnHeapHOM agpecHOM
NPOCTOpPY rocTta, Koje ce oHaa Aarbe npesoae y
NUHeapHW agpecHU NPoCcTop AomManuHa

« OBaj MexaHu3am enMMUHULLIE NOTPEDY 3a npaTehum
cTpaHuuama

* OnepaTtnBHU CUCTEM FOCTa MOXe odpXKaBaTu CBoje
Taberne cTpaHuua 6e3 noTpebe 3a npecpeTaemM OBUX
3axTeBa
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YribexXpgeHe tabene ctpaHmua

BupTyenHa agpeca rocta
[ ven1 | wven2 | wen3 | vena | OFFSET |

Tabene cTpaHuuya rocra

PTBR

[ VPNT | VPNZ2Z | VPN3 | VPNZ | OFFSET |

YribexkaeHa tabena ctpaHuua

|PTBR

OFFSET
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[Mpowupera - x86-32 u x86-64

 Moryhe je npocnehuBake 3axteBa 3a npekug IRQ go
Ha3Ha4eHor rocTta, NpPecpeTHyTU 3axTeBe 3a NPekngom
rocta 1 no3eBaTtu CUMynmpaHu npekng Ha rocty

 Moryhe je npecpeTHyTK onepauuje ca yrnasHo nanasHmum
agpecHum npoctopom (1/O ports) koa rocta CENEKTUBHO
(M OO3BONUTU Oa Ce HEKMMA OUPEKTHO NPUCTYMN)

« [oparta je MOrynhHOCT orpaHunyera npuctyna
XapABepCckux ypehaja ogpeheHnm permoHnma usnyke
MemMopuje na ou ce obesbegmna nsonauuja BUPTYENHUX
MaLlMHa Koje nmajy agmpeKktaH NnpucTtyn xapaBepCcKkum
ypehajuma (IOMMU)
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BupTtyeunsauuja npekmpaa

XBaTare npekuga y nocebHom mogy

BM

BMM

Xapasep

2. YxBaheH npekunpg,

1. MNMpekupg,
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NMurawma?

EnekTpotexHnykn dakynrer
YHuBep3uteT y beorpany




